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e Your personal data is interesting.
Shopping habits, family status, religion, political party, criminal
record, vita/career, health, finances, sports/hobbies, ...

e Your data is everywhere and computers are good at collecting it.

Bank: transfers, investments, credit card purchases, taxes.
Telephone: destination, time, location.

Shopping/travel: from (online) shops, loyalty programs.
Entertainment. movies watched in hotels, ...

e Valuable to sales departments, (future) employers, agencies, etc.

Valuable for you?



About this talk

e Survey key concepts and issues in privacy and data protection.

» What is privacy and, in particular, data protection?
» Why is it so difficult to ensure?

e Highlight on-going research in data protection.

Problem requires fundamentally new approaches & technologies.

e Focus is more conceptual then technical.

Talk based on joint work with Manuel Hilty, Alexander Pretschner,
and Paul Sevinc. See publications available at www.infsec.ethz.ch .



Road map

e Motivation.

L] What is privacy?

How does it compare to traditional security objectives?
e Data protection: basic concepts and problems.
e Current state-of-the-art.
e What is technically possible?
e Research highlights.

e Conclusions.






